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Introduction
Student aid and award trust funds provide financial supports through University-established aid and award programs,
such as academic awards, community contribution awards, academic grants, bursaries, and work programs, as well as
through departmental financial awards. Student aid and award trusts are administered by Aid & Awards, Graduate
Studies, Medicine, MBA, and other departmental administrators’ campus-wide (e.g., Athletics & Recreation, Student
Affairs, Faculty Offices, etc.). It is the collective responsibility of all those involved in trust fund as well as student aid
and award activities to protect student privacy.

Purpose
To identify the guidelines for administration of trust funds, with emphasis on privacy of aid and award student
recipients.

Definitions
Academic Grants: are hybrid awards that recognize academic excellence, and in some cases other forms of earned
merit, and demonstrated financial need. Financial need is determined by the University. Academic grants have a
specified value in terms of monetary benefit to the recipient.
Administrator: The individual(s) responsible for the administration or compliance of the trust, the award program or
designate
Departmental Financial Awards: support students in a manner consistent with the goals of the University, but do not
meet all of the approved regulations through which University-established aid and award programs are administered
(e.g. assessment of financial need or merit). Departmental financial awards are administered by designated
representatives at the University (e.g. Athletics and Recreation) that have established their own processes for
identifying recipients. Financial awards do not have “University” or “McMaster University” in the name of the award and
contain words such as “Faculty of xxx Financial Award” or “Department of xxx Financial Award” or “Athletic Financial
Award”. Departmental financial awards are not Senate approved awards and thus are not included on University
transcripts, in University Calendars or recognized at University Convocations. Administrators of financial awards must
contact the Aid&Awards Office or the School of Graduate Studies to request configuration of an item type to facilitate
both trust payments, through Mosaic Financial Aid to a student’s account, and generation of T4As (where
applicable). Administrators must contact Aid&Awards or SGS to request financial award payments, as journal entries
are not permitted.
Disclosure: allowing access to personal information to others beyond the original collector for purposes that are
consistent with the stated collection purpose or with permission of the individual or to comply with a law.
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Notice of Collection: the formal notice required by law to be given when personal information is collected. This notice
consists of three items: 1) the legal authority for collection; 2) The purpose(s) of the collection and 3) contact
information for someone who can answer questions about the collection.
The Freedom of Information and Protection of Privacy (FIPPA): The legislation has two distinct purposes and each of
these carries with it a different set of requirements.
 Under Freedom of Information, the public has the right of access to all of the recorded information which is in
McMaster’s custody and control (with some specific limitations). In order to facilitate this right of access, the
University is required to prepare descriptions of the institution’s records and personal information banks (PIBs).
These directories, which must be published annually, are intended for use by the public to determine the
information generally maintained by each institution.


The Protection of Privacy provisions of the Act regulates the collection, use, disclosure, security, and retention
of personal information in the University's custody and control. Many of the administrative requirements of
this section of the legislation have been addressed previously with the introduction in 1995 of McMaster's
Guidelines on Access to Information and Protection of Privacy, and the federal Personal Information Protection
and Electronic Documents Act (2000), which as of January 2004 imposed similar requirements on those sectors
of the University involved in commercial activity. The University has developed a Notice of
Collection statement.

Personal Information: Recorded information about an identifiable individual including:
• Information relating to national or ethnic origin, race, religion, age, sex, or sexual orientation.
• Information on education, financial, employment, medical, psychiatric, psychological, or criminal history
• Identifying numbers
• Home address or telephone number
• Personal correspondence
• Name where it appears with or reveals other personal information.
• Academic information
• Student e-mail addresses
Scholarships: are allocated to students on the basis of academic excellence, and in some cases, other forms of earned
merit. Scholarships have a specified value in terms of monetary benefit to the recipient.
The Statement of Collection of Personal Information & Protection of Privacy governs the information provided to
donors and others concerning award recipients. To review the statement, please visit:
https://secretariat.mcmaster.ca/app/uploads/2019/06/FIPPA_Statement.pdf
Third Parties: anyone who does not fall under the category of the Administrator.
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USE OR DISCLOSURE OF PERSONAL INFORMATION
Personal information use and disclosure must comply with the Freedom of Information and Protection of Privacy Act
(FIPPA) and with University policy. In addition, personal information use and disclosure must comply with the following:
• Personal information should be used and/or disclosed only for the purpose for which it was collected, for established
university functions, or with consent of the individual;
• Personal information should only be used and/or disclosed within the University to officers, employees and third
parties who need the information to carry out their duties and if the disclosure is necessary and proper in the discharge
of the University’s functions;
• Personal information should not be disclosed outside of the University without clear legal authority or the permission
of the owner to do so;
• When uncertain whether a use or disclosure of personal information is permitted, contact the University Privacy Office

FACTORS TO CONSIDER / FREQUENTLY ASKED QUESTIONS
Section 1: Third Party Requests to Contact Student Recipients
Student aid and award recipients should only be contacted for the following types of third-party requests:
 Donor thank you letters
 Invitation to meet a donor
 Invitation to an event such as an award ceremony, MAPS dinner, etc.
 Invitations to discuss work/summer/internship opportunities with a donor
 A request to share a donor’s message/letter
 Invitations to write a story about the student that may be shared with a donor, posted to a University website,
used in University publications or fundraising material, etc.
It is recommended the Administrator only contact student recipients a maximum of 2 times for any third-party
requests (e.g. Initial Request and one follow-up).
Donor Thank You Letters
 All students are encouraged to complete and submit a donor thank you letter. Each Administrator may have
different methods of communication sent to student recipients. Below outlines the communication process
to students to submit a thank you letter:
o Aid & Awards- Award recipients are contacted (via e-card/AwardSpring) after payments are
disbursed requesting to submit a thank you letter. A follow-up email may be sent by Aid & Awards
on behalf of University Advancement.
o Graduate Studies- Award recipients are contacted via AwardSpring or via an award letter through
the School of Graduate Studies Administrative Tool System after payments are disbursed
requesting them to submit a thank you letter. A follow-up email may be sent by the School of
Graduate Studies on behalf of University Advancement.
o Medicine- Award recipients are contacted (via e-mail) after payments are disbursed requesting to
submit a thank you letter. A follow-up email may be sent by program administrators on behalf of
University Advancement.
o M.B.A- Award recipients are contacted via AwardSpring after payments are disbursed requesting
them to submit a thank you letter. A follow-up email may be sent by the School of Graduate
Studies on behalf of University Advancement.
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Departmental Financial Awards- It is recommended the Faculty/Department that administers the
award sends a communication to students requesting a thank you letter.

The following disclaimer is required to be included in the communication sent to students: “By submitting
your thank you letter, you are authorizing your name and your award name, as well as any quotes from your
letter, to be used in future McMaster stewardship/donor relations materials and university communications.
You are acknowledging that your letter may be edited before delivery to a donor, and you are releasing
McMaster University from any responsibility regarding how a donor may choose to use or publish your
letter. If you choose to include your address, phone number and/or e-mail address, you should be aware
that McMaster will have no control over the donor’s use of this information.”
It is recommended the Administrator only contact student recipients a maximum of 2 times for any 3rd party
requests (e.g. Initial Request and one follow-up).

(a) Who is able to contact student aid and award recipients directly for one of the permitted third-party requests?
 Student email addresses are deemed personal information and as such only those administering the award are
able to directly contact the student (unless student reaches out to UA directly or provides consent).
(b) How can I contact aid and award student recipients for third-party purposes?
 Only those administering the award are able to directly contact the student. It is advised to include a disclaimer
in the email to inform the recipient of their rights.
 For example, University Advancement drafts the email to the student recipient, then forwards the draft to the
Administrator. The Administrator will reach out to the student via email and asks that they respond directly to
the University Advancement contact.
 Disclaimer Example: "Please note that response and/or participation to this request is entirely voluntary and you
can choose to remain anonymous. While response and/or participation are appreciated, acceptance or rejection
of this request in no way impacts your aid or award eligibility."
(c) I have received a direct email response from a student recipient regarding a student thank you letter. Can I respond
to the student to inquire about an event, luncheon, and/or other opportunities?


Where contact is made for a specific purpose, we must remain consistent with that purpose. For example, it is
not appropriate for the third party to reach out directly to the student regarding a subsequent opportunity on
the basis of the student supplying a thank you note. A new request must be made following the third-party
process.
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Section 2: Student Consent
The institution shall not use personal information in its custody or under its control except,
(a) where the person to whom the information relates has identified that information in particular and
consented to its use;
(b) for the purpose for which it was obtained or compiled or for the consistent purpose;
(c) for a purpose for which the information may be disclosed to the institution under section 42 or 32 of the
Municipal Freedom of Information and Protection of Privacy Act.
o
o
o
o
o

Student consents are crucial to ensure their privacy of personal information is protected.
Students have the right to voluntarily consent to disclose their data and the right to change their mind.
AwardSpring consents are academic-year specific.
Students have the right to change consents until they have no further opportunities open to which they can
apply for a specific year.
After the application for an academic year closes, as Administrators, we must provide a mechanism for
students to change consents. Each department should implement a process for students to revise their
consents. The following outlines the process within each department:
o Aid & Awards- In the Undergraduate Calendar, if a student chooses to revise their consent, they must
contact the Sr. Associate Registrar. It is the Aid & Awards Office’s responsibility to update Mosaic and
AwardSpring.
o Graduate Studies--In the Graduate Calendar, if a student chooses to revise their consent, they must
contact the School of Graduate Studies at graduatescholarships@mcmaster.ca. It is the School of
Graduate Studies responsibility to update Mosaic and AwardSpring.
o Medicine- If a student chooses to revise their consent, they must contact their respective program
administrator.
o M.B.A-In the Graduate Calendar, if a student chooses to revise their consent, they must contact the
School of Graduate Studies at graduatescholarships@mcmaster.ca. It is the School of Graduate Studies
responsibility to update Mosaic and AwardSpring.
o Departmental Financial Awards- Specific to the Faculty/Department administering trust fund.

Please note, when student’s sign various consents, they are exercising their autonomy to grant such disclosure.
Releasing information for which we do not have consent is considered an ‘intentional breach’. If a student believes their
personal information has been breached, they can request a formal investigation of all parties involved (including
donors).
What is a Privacy Breach?
A privacy breach is an incident involving unauthorized access to personal information (PI) or personal health information
(PHI) in the custody or under the control of the University. The information can be either recorded or verbal. For more
information, please review the Privacy Breach Protocol.
A separate consent should be created to disclose personal information for publications. This personal information may
include the Student’s name, the description and value of the award, Faculty, program, plan, level.
See Appendix A, Figure #2 for AwardSpring Student Consent (2020-21)
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Section 3: Releasing Student Recipient Information to Third Parties

All student personal information should remain confidential unless FIPPA/Notice of Collection Statement applies, or the
student recipient gives direct consent. All information should be provided directly by the Administrator of the trust, the
award program or designate with consent from the student. In some cases, consent is obtained during the application
process. The statements below outline how student consent should be collected for the following information:
i.
Information Related to Student Financial Need & Need Based Aid:
• Personal information must remain confidential.
• Only where a student provides specific consent is personal information shared that specifically
identifies the student.
• For centrally administered need-based aid (e.g., general bursary programs for undergraduate,
graduate, MBA, Medicine) consents are collected in AwardSpring—See Appendix A—Departments
not using an application process in AwardSpring, must collect student consents directly where
financial need is a consideration prior to sharing any information about the recipient to a thirdparty.
• All areas with applications must include the FIPPA/Consent Statements on AwardSpring
• The Administrator of the fund can provide third parties with the recipient’s personal information
outlined below:
o Student Name (*Only if student consent was given)
o Faculty
o Program
o Level
o Aid Description/Name
o Aid Amount ($)
ii.

Information Related to Student Academic Merit
• Merit-based awards (e.g., Scholarships) and information is administered by various Faculties and
Departments.
• For awards administered on AwardSpring, student consent (FIPPA) is collected—See Appendix A,
Figure #1—
• Departments not using an application process in AwardSpring, must collect student FIPPA/consents
directly on their merit-based award application.
• In accordance with the Freedom of Information and Protection of Privacy Act and McMaster
University’s Statement on the Collection of Personal Information, where notice is given, the
University is permitted to publish the following personal student information:
o Student Name
o Faculty
o Program
o Level
o Award Description/Name
o Award Amount ($)

i.

Information Related to Student Financial Need, Need-Based Aid, AND Academic Merit
• For centrally administered need-based aid and academic merit awards (e.g., Academic Grants)
consents are collected in AwardSpring—See Appendix A—
• Departments not using an application process in AwardSpring, must collect student FIPPA/consents
directly on their merit & need-based award application.
• Information related to student financial aid, need-based aid and academic merit is considered
personal information. As such, the publication of the student’s name of those who have received an
Academic Grant is not permitted without specific permission from the recipient.
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As the Administrator of the fund, you can provide third parties with the recipient’s personal
information outlined below:
o Student Name (*Only if student consent was given)
o Faculty
o Program
o Level
o Award Description/Name
o Award Amount ($)

For awards where student consent is specific to the award (e.g., larger donor awards such as Schulich, Brathwaite, etc.),
Administrators should consider drafting a consent form specifically to the award. An example of this can be found in
Appendix A, Figure #3.
(a) I require personal student information for the Endowment Trust Fund Statements. How can I obtain this
information?
 University Advancement can reach out to the Administrator who administers the award. The TFA can
provide the following information:
i. Student Name (For need-based aid only where consent is provided)
ii. Academic Program
iii. Academic Plan
iv. Academic Level
v. Aid/Award Value
(b) Can I request the student’s travel/exchange location?
 In recipient of travel/exchange awards (by application), students are asked to submit a travel report in the
Fall term following their travels. This is not mandatory. Reports are public through the
Undergraduate/Graduate Council and Senate. A student's location should not otherwise be released.
(c) Can I request application material including the student’s essay, response to questions or other academic
work completed?
 Please refer to the Ownership of Student Work Policy.
 The student, in writing the essay, is expressing his/her viewpoint. The student is writing the essay to
complete an academic requirement that is graded by an instructor. The essay is not written with a donor
in mind. The donor may not agree with the views expressed and/or information presented in the essay,
which is a potential risk to the student and the institution. If an essay were to be released to a donor, the
student and the University have no control over further distribution of that student’s work.


Releasing the essay opens the selection committee and McMaster to donor scrutiny regarding selection
processes and quality of student work. This is a slippery slope. Criteria used for award selection must
meet donor terms but should not be open to further donor scrutiny. Similarly, the University would not
release a student’s grade in a course, calculated averages, result of session or application material.



Travel award recipients are advised of the travel report requirement and that the report will be forwarded
to the donor of the award and University Senate. This requirement is known in advance of writing the
report and thus the student is aware of the intended audience and that the report is public.

(d) Can I provide the donor with the recipient report generated from Mosaic?
 Yes. The data used for the recipient report is information sourced from Mosaic according to the Notice
of Collection Statement and any student declarations specifically for that academic year.
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(e) We are hosting a dinner for the recipients of an award. Can I obtain a list of the recipients, as well as their
respective mailing address/phone number/email address?
 No. Please contact the Administrator to forward invitations on your behalf. This includes MAPS, MSU
and Donor events.
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Related Policies and Resources:
McMaster has a Privacy Governance and Accountability Framework which sets out accountabilities for ensuring that all
individuals involved in the planning, management and day-to-day operations of McMaster University are in compliance
with the Freedom of Information and Protection of Privacy Act (FIPPA), and with the Personal Health Information
Protection Act (PHIPA), their associated regulations and privacy policies, procedures and practices set out by McMaster
University.
Privacy Program- This Policy applies to all McMaster University faculty, staff and students when handling personal
information or personal health information on behalf of the institution.
Privacy Governance and Accountability Framework-This Policy applies to all McMaster University faculty, staff and
students when handling personal information or personal health information on behalf of the institution. The purpose
of this Policy is to set out the accountabilities for ensuring that all individuals involved in the planning, management and
day-to-day operations of McMaster University are in compliance with the Freedom of Information and Protection of
Privacy Act (FIPPA), RSO, 1990 and with the Personal Health Information Protection Act (PHIPA), SO, 2004, their
associated regulations and the privacy policies, procedures and practices set out by McMaster University.
Privacy Breach Protocol- Under the Freedom of Information and Protection of Privacy Act (FIPPA) or Personal Health
Information Protection Act (PHIPA), McMaster University has a responsibility to ensure that the personal information in
its custody or control is properly safeguarded from those not entitled to have access.
Handling Personal Information- This Policy applies to all McMaster University faculty, staff and students when handling
personal information on behalf of the institution. The purpose of this Policy is to ensure that personal information in the
University’s custody or control is collected, used, and disclosed in accordance with the relevant legislation. McMaster
University is committed to protecting the privacy, confidentiality and security of all personal information that has been
entrusted to us. McMaster University provides this protection, in part, by complying with Ontario's Freedom of
Information and Protection of Privacy Act (FIPPA), RSO 1990. That Act establishes rules concerning the collection, use
and disclosure of personal information (PI)
Electronic Mail (E-Mail) Protocol for Personal Information and Personal Health Information- The purpose of this policy is
to identify the standards, responsibilities and processes that apply in the use of e-mail accounts for transmission of
Personal Information (PI) and Personal Health Information (PHI).
The University Aid & Awards Policy- This Policy provides the framework through which all University-established aid and
award programs must be approved and administered. Established aid and award programs include academic awards,
community contribution awards, academic grants, bursaries, and work programs. Page 7 provides additional
information for Privacy.
Undergraduate Calendar Regulations- The Undergraduate Calendar Regulations for Aid & Awards offers additional
information for privacy, retention of applications and supporting documentation.
FIPPA - The legislation has two distinct purposes and each of these carries with it a different set of requirements.
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Undergraduate Example #1: The Brathwaite Award
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